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Need for Enhanced
Dependency Data

= Office of Infrastructure Protection
Mission

* Dependency Knowledge = Enhanced
Resilience
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Pilot Regions and
Stakeholders

= Regions
— Salt Lake City, Utah
— Portland, Maine
— Tampa, Florida

= Stakeholders
— State and Locals
— Service Providers
— Asset Owners




Dependency Model

DEPENDENCY METHODOLOGY

Water Electricity Natural Gas Chemical Chemical
Provider C Provider C Provider B Provider A Provider B

L] oono

Water Electricity Natural Gas Water Electricity Wastewater
Provider A Provider A Provider A Provider B Provider B Provider A




N

. /
s %d\‘,- \q'( \\____,..r
B hy, &
<F s, /,_,.m..\ o
Interstate o ‘
Substation | =oety Surgls:etzgon Ceoy, %’
r._r»
& e
s e &) :
%y, & o . %n
ot - /{_qu 4

. b
Y a,
by,




N

Technical Approach

dency Profile
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Technical Approach
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Technical Approach
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Pilot Process — Overview

=

)

Protection

tective Security Advisor

Cyber Security Advisor ~

State/Local Officials ——>

.

Asset Owner/Operator —> _ 1P gatewAY
Service Providers — N\ )
Open Sources / e

Response

Data Data Integrated Mission
Collection Repository Products Support
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Data Repository

= |P Gateway

— Users
» Federal
= State & Local
* Private Sector
— Capabilities
= Conduct Vulnerability Assessments
» Risk Analysis
= Event Planning
* Incident Response
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Mission Support

= Presidential Policy Directive (PPD) 8:
National Preparedness

= Presidential Policy Directive (PPD)
12:Critical Infrastructure Security
and Resilience

= NIST Community Resilience Planning
Guide (CRPG)

= Threat and Hazard Identification and
Risk Assessment (THIRA)




	Critical Infrastructure Dependency Analysis
	Need for Enhanced Dependency Data
	Pilot Regions and Stakeholders
	Dependency Model
	Technical Approach
	Technical Approach
	Technical Approach
	Technical Approach
	Technical Approach
	Pilot Process – Overview
	Data Collection
	Data Repository
	Data Repository
	Integrated Products
	Mission Support

